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Abstract—Software Ecosystems (SECO) represent a dynamic
interaction of actors, artifacts, and platforms, fostering software
development and collaboration. Among these, proprietary SECO
(PSECO) stand out due to their centralized management, in-
tellectual property protection, and confidentiality agreements.
Inspired from natural ecosystems, this work highlights the
interdependence and balance required in PSECO, in which
changes introduced by keystone companies can ripple across
the ecosystem, impacting stability and scalability. As such, this
work aims to frame the concept of PSECO by analyzing and
synthesizing term definitions, actors, characteristics, governance
conditioning factors, and challenges related to PSECO based on a
systematic mapping study. To do so, 32 studies were selected and
analyzed to answer the research questions. Our work revealed
the evolving complexity of PSECO by highlighting the growing
adoption of standardized definitions, the role of key actors such
as keystones and customers, the emergence of suppliers in mature
ecosystems, the need for a holistic approach to interrelated
dimensions, and the impact of governance conditioning factors
on key PSECO characteristics.

Index Terms—Software Ecosystems, Proprietary Software
Ecosystems, Systematic Mapping Study, Research Challenges

I. INTRODUCTION

The term Software Ecosystems (SECO) was first introduced
in the 2003 book by Messerschmitt and Szyperski [1]. Since
then, it has evolved into a well-established field, with numer-
ous examples and a growing body of research focused on
this topic. According to Manikas and Hansen [2], SECO is
the interaction of a set of actors on a common technological
platform, formed by a collection of software artifacts and
technologies, resulting in a number of software solutions.

As a subset, proprietary SECO (PSECO) can be charac-
terized by the contribution of various software artifacts and
technologies (i.e., System Applications and Products - SAP)
produced as private and protected by intellectual property and
confidentiality agreements managed by a central organization
that manages the SECO platform, known as keystone [3].

Two of the most extensive literature reviews in the field are
the systematic literature review (SLR) of Manikas and Hansen
[2] and the longitudinal literature study (LLS) of Manikas
[3]. The first one provided an overview of SECO covering
literature from 2007 until June 2012 reviewing a total of 90
papers out of a gross of 420. The latter provided an analysis

of 231 papers collected from 2007 until 2014. Both concluded
that most studies addressed open source SECO (OSSECO) and
emphasized the absence of studies focused on PSECO.

To better understand PSECO, we can draw analogies from
natural ecosystems. Just as ecosystems in nature involve the
delicate interplay of organisms and their environments, SECO
exhibit interdependent relationships between actors, artifacts,
and platforms. For instance, in a natural ecosystem, introduc-
ing a new element, such as a medicine, to alleviate a pain can
inadvertently impact other parts of the system, disrupting the
balance, as mentioned by Dhungana et al. [4].

Similarly in PSECO, the input of a new proprietary module
or an update to the core platform by the keystone can improve
functionality in one area, but it may also create compatibility
issues or security vulnerabilities in dependent applications
managed by third-party developers and other organizations.
These cascade effects underscore the need for careful gov-
ernance (e.g., coordination and control) to maintain security,
scalability, and reliability of ecosystem participants involved
in inner-sourcing or outsourcing arrangements [5].

Moreover, Molder et al. [6] introduced the concept of
“clopenness”, i.e., a balance between openness and closeness.
This concept shed light on governance challenges relating to
security, scalability, and reliability in PSECO. Such balance
ensures that systems can innovate and collaborate effectively
while safeguarding intellectual property and maintaining con-
trol over access and contributions [6].

Our work addresses gaps left by OSSECO studies [7],
offering researchers new avenues for exploration and providing
practitioners insights to enhance collaboration, governance,
and sustainability practices tailored to PSECO. To build on
these insights, this study aims to frame the concept of PSECO
by analyzing and synthesizing term definitions, actors, char-
acteristics, governance conditioning factors, and challenges
specific to PSECO. To do so, we performed a systematic map-
ping study (SMS) to organize existing knowledge, highlight
research gaps, and provide a foundation for further studies.
Key findings include the identification of five exclusive char-
acteristics of PSECO, such as restricted contribution processes
and strict control over intellectual property, the evolving role of
suppliers, and the critical impact of governance conditioning
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factors, such as dependency monitoring and standardization
of software asset management, on scalability, security, and
sustainability.

II. RELATED WORK

SLR of Manikas and Hansen [2] pointed out a lack of
consensus on what constitutes SECO, highlighting the need
for more robust analytical models and greater connection to
real-world ecosystems. The study highlighted that, although
research on SECO has grown, it is still in its infancy and sug-
gests further investigations that connect theory and practice,
especially in the context of PSECO.

Costa et al. [7] investigated the governance and health of
PSECO. The study examined the governance mechanisms and
health metrics of SECO, analyzing their evolution from 2016
to 2020, based on the LLS by Manikas [3]. The authors
suggested that studies on PSECO are little explored in the
literature due to the difficulty of researchers in obtaining
access within organizations, as they fear exposing sensitive
information to competitors.

Considering the existing literature reviews on OSSECO [8]
[9], SECO governance [10], and mobile SECO (MSECO) [11]
[12], our work takes a broader perspective and focuses on the
elements and interactions within PSECO, such as definitions,
actors, governance conditioning factors, and challenges. We
provide a basis for future research and offer practical insights
to practitioners and researchers realize the complexities of
PSECO, filling the gap between theoretical concepts and real-
world applications.

III. RESEARCH METHOD

The goal of this work was structured based on the GQM
(Goal-Question-Metric) [13]: the objective is synthesize the
PSECO literature with the purpose of characterizing with
respect to identification of definitions, actors, governance
conditioning factors, and challenges from the perspective of
researchers in the context of theoretical and applied research.
To do so, we performed an SMS.

We based our research protocol on guidelines for secondary
studies of Kitchenham and Charters [14]. We used Parsifal1

tool to organize the data extraction, track, and document
each decision made throughout each phase of the protocol.
The replication package of this work is openly available on
Zenodo2. This work involved seven researchers who interacted
throughout all stages of the research.

To apply the protocol, criteria were defined based on PICO
(Population, Intervention, Comparison, and Outcome) [15].
Since this study focuses on characterization, only the attributes
Population, Intervention, and Outcome were considered, being
software ecosystem as population, proprietary, commercial,
closed, platform, embedded as intervention, and definitions,
actors, artifacts, relationships, factors, challenges as outcome.
As our work refers to an SMS, there was no specific compari-
son nor the need to limit the search space regarding outcomes,

1https://parsif.al/
2https://doi.org/10.5281/zenodo.14199096

following the adopted search strategy by Villamizar et al. [16].
In line with our research method, two research questions (RQ)
were formulated:
RQ1: What does the scientific literature say about PSECO?
Rationale: This question aims to identify how PSECO is
characterized in the literature, including its definition, the
actors involved in this type of ecosystem, dimensions (techni-
cal, social, or business), characteristics, and the governance
conditioning factors that affect PSECO.
RQ2: What still needs to be investigated about PSECO?
Rationale: This question aims to identify research gaps and
concerns about PSECO.

A. Sources Selection

The selection of sources used for the execution of this work
was made via a series of criteria, such as: i) being a relevant
and complete scientific database in Software Engineering (SE);
and ii) content access availability [14]. The selected sources
were: ACM Digital Library, IEEE Xplore Digital Library,
Science Direct, Scopus, and Web of Science. These databases
were chosen because they store a large volume of relevant
scientific works in the area of Computer Science [17]. An
initial pool of 3285 studies was retrieved between 2008 and
2024, and the 32 final studies (S01 to S32) are available at
https://doi.org/10.5281/zenodo.14199096.

B. Search Terms

The search terms were gathered according to the following
keywords: proprietary, commercial, closed, platform, embed-
ded. These keywords were combined with boolean operators
to execute the search and the reading assessed whether the
study was related to PSECO or not. The search string used to
perform this search was: (software AND (“ecosystem*” OR
proprietary OR commercial OR closed OR platform OR
embedded)).

For the selection of the studies, we defined a list of inclusion
and exclusion criteria. There was no restriction on the publica-
tion date. The inclusion criterion is: i) study discusses issues
related to PSECO. The exclusion criteria are: i) study has not
been peer-reviewed; ii) study is not available for download; iii)
study represents a secondary study; iv) study is not written in
English; and v) study is reported as a thesis, blog, website,
or dissertation. We considered a study relevant if it met the
inclusion criterion and did not meet any exclusion criteria.

To ensure the robustness of our search strategy and the
validity of the results, we defined four control studies: [5],
[18], [19], and [20]. This additional measure aimed to verify
the reliability of our selection process by using the same search
string and criteria on a smaller subset of studies [21].

C. Selection Process

The extraction and analysis of data from the selected studies
were carried out by four researchers. During the selection pro-
cess, the study eliminations were approved by the two leading
researchers conducting the SMS and the points of disagree-
ment between researchers were transparently discussed and
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resolved by consensus in a new review meeting. Three senior
researchers with more than 15 years of experience in Empirical
SE double-checked the results to ensure the accuracy of the
final data set. This rigorous process ensured that no significant
papers were excluded and upheld the selection’s reliability.
The full texts of the accepted studies were reviewed to find
answers to the questions outlined in the research protocol. The
process followed in this work is detailed in Fig. 1.

To gather data extracted from the 32 accepted studies, a
data extraction spreadsheet was created based on the research
questions. This spreadsheet is available in our supplementary
material at https://doi.org/10.5281/zenodo.14199096.

Fig. 1. Steps of the selection process.

IV. RESULTS

This section answered the research questions, outlining the
results of our study and covering an overview of selected
studies (S1-S32), PSECO definitions, actors, dimensions, key
characteristics, and governance conditioning factors.

A. RQ1. What does the scientific literature say about PSECO?

1) Overview of Studies: Fig. 2 provides an overview of
the selected studies in the field of PSECO, categorized by
year, type of publication, and domains. Each point on the
chart represents a specific study, classified as either “Confer-
ence/Workshop” (circles) or “Journal” (diamonds), indicating
whether the work was published in a conference/workshop
proceedings or a scientific journal, respectively.

The horizontal axis represents the publication years, ranging
from 2008 to 2024, while the vertical axis covers various
domains, such as software industry, telecommunications, and
education. There is a higher concentration of studies in the
software industry domain, highlighting the significance of this
area for PSECO. Some domains, such as telecommunications,
education, and insurance, show fewer publications, suggesting
potential areas for future exploration. The publications are
evenly distributed over time, with a slight increase in recent
years, reflecting the growing academic interest in PSECO.

Fig. 2. Overview of selected studies.

2) Towards a Definition for PSECO: We investigated how
researchers define PSECO and found that the first structured
definition appeared in 2013 in the SLR of Manikas and Hansen
[2], emphasizing the protection of source code and artifacts to
ensure revenue generation, with certification required for new
participants. This definition was later refined by Manikas [3] in
2016, framing PSECO as an environment where value creation
relies on proprietary contributions, protected by intellectual
property management and tied to monetary compensation.

Given that this consolidated definition emerged only in
2016, it is understandable that earlier studies do not reference
it explicitly. From the studies in our sample, 90% (29 out
of 32) do not define PSECO explicitly, suggesting limited
familiarity with pioneering works. Additionally, 25% (8 out
of 32) lack external citations, often presenting their own
definitions of SECO that align with PSECO characteristics.
Examples include descriptions of SECO as a software supply
network (S05), a shared technology platform (S13), or an
interdependent network of products, demands, and suppliers
(S28), which implicitly resonate with PSECO attributes.

Notably, only two studies (S30, S32) explicitly reference
the structured definition by Manikas (2016), which charac-
terizes PSECO as a subset of SECO where private artifacts
and technologies are protected by intellectual property and
managed by a central organization (keystone). The traceability
of the definitions analyzed is available at https://doi.org/10.
5281/zenodo.14199096 for replication purposes.

3) Actors who Collaborate with PSECO: Using the actor
definition of Manikas [2] and the data extracted from the
selected studies, we identified PSECO actors as follows:

Orchestrator or keystone: is an entity or organization
that manages the ecosystem, ensures quality compliance, and
orchestrates relationships among participants. Present in all
studies analyzed, the orchestrator is recognized as a “central
point” for coordination and operation within PSECO;

Customer or end-user: acquires or uses the complete or
partial software solutions provided by PSECO, either directly
from the orchestrator or through a niche player. The customer,
present in all studies, represents the ecosystem’s ultimate target
in the value chain and is a primary driver of ecosystem
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activities, reaffirming the customer-oriented nature of PSECO;
External developers: identified in 93% of the studies

(except: S14 and S16). These actors are not directly in-
volved in ecosystem management. However, they contribute
by exploring or interacting in complementary ways, such as
collaborating with improvements or identifying bugs;

Niche players: addressed in 90% of the studies (except:
S04, S06, and S10), these actors are internal actors who
develop additional components or specific functionalities that
meet customer needs and complement the orchestrators work.
They provide expertise and customization and can influence
strategic decisions depending on the PSECO’s governance.

Vendors: presented in only two studies (S07 and S19),
vendors are companies or business units that profit from
selling ecosystem products to end-users or other actors. These
actors appear less frequently in PSECO, possibly due to their
typically secondary role focused on adapting and reselling
products developed by other actors; and

Suppliers: identified in 31% of studies (S04, S06, S10, S12,
S14, S15, S17, S22, S23, and S27), represent a new actor not
reported in previous study [2]. These actors are organizations
or entities that provide resources or services for the ecosystem
but are not directly involved in developing or using the
final software solutions. They also add value to PSECO by
providing technologies that enable the development of these
software solutions. The presence of suppliers indicates that
more mature or specialized PSECO rely on a well-structured
supply chain to support their operations.

4) Dimensions that Affect PSECO: SECO literature orga-
nizes its findings into three main dimensions that we propagate
to PSECO [2] [8] [22]: i) technical: encompasses aspects
of SE, architecture, and development processes; ii) business:
includes management, organization, monitoring, decision-
making, intellectual property, and network value creation; and
iii) social: focuses on relationships, including communities,
communication, and interaction among actor. The rationale
and justifications within each study are openly available at
https://doi.org/10.5281/zenodo.14199096.

The business dimension represents 50% of the findings
(S01, S02, S03, S09, S10, S12, S15, S17, S19, S21, S22,
S25, S26, S29, S30, and S31), highlighting organizational
strategies, relationship management, and network value cre-
ation. The social dimension comprises 31% of the findings
(S04, S08, S11, S13, S16, S18, S20, S24, S28, and S32),
emphasizing interactions and power dynamics between actors.
The technical dimension accounts for 28% (S05, S06, S07,
S11, S14, S23, S24, S27, and S31), addressing engineering
and architectural aspects for interoperability and maintenance.

Some studies address multiple dimensions in PSECO, com-
bining both technical and business aspects as well as social and
business aspects. These findings show how business decisions
impact technical requirements and shape social interactions
among actors. However, there is a lack of research integrat-
ing all three dimensions simultaneously. Holistic studies are
needed to examine how these interconnected factors influence
ecosystem scalability, security, and resilience.

5) Characteristic of PSECO: Considering that characteris-
tics (CH) are attributes, qualities, or traits that define some-
thing or someone, PSECO characteristics aim to distinguish
this type of environment from other types of ecosystems ac-
cording to their particularities, such as actors, relationships, or
processes. We identified five main characteristics that emerged
from the selected studies and related work. In the following,
we summarize the frequency and the studies in which they
were observed as well as the rationale:

CH01. Restricted Contribution Development Process:
Reported in 41% of the studies (S03, S04, S06, S09, S10,
S12, S14, S15, S17, S19, S20, S26, and S27). The process of
developing contributions has a strict access restriction process,
being made available only to keystone employees or partners
selected under non-disclosure agreements (NDA) [2], [23];

CH02. Strict Control Over Intellectual Property: Identi-
fied in 34% of the studies (S01, S02, S06, S07, S20, S22, S23,
S24, S28, S30, and S31). Keystones maintain greater control
over their software assets to protect intellectual property and
trade secrets [3] [23]. This characteristic can limit external
collaboration and artifact sharing, ensuring the keystone main-
tains a competitive advantage. Niche players are often required
to sign NDA that restrict confidential information;

CH03. Entry and Exit Regulated by Contracts: High-
lighted in 25% of the studies (S03, S04, S08, S13, S21, S22,
S29, and S32). The access to ecosystem resources, tools, and
data is often restricted and controlled by license agreements
and service contracts [2]. It ensures that only selected and
authorized participants can access and use the ecosystem’s
resources. Collaborations and partnerships within PSECO are
generally established by a rigorous selection process, which
defines roles, responsibilities, and sanctions. A participant’s
exit from PSECO is also often regulated by contractual terms,
which may include a handover process, non-compete clauses,
and restrictions on the use of acquired intellectual property;

CH04. Focus on Platform Security, Scalability, and
Reliability: Cited in 16% of the studies (S04, S06, S11, S25,
and S30). In PSECO, where there is a network of systems
and actors, keeping the environment available is mandatory
for the keystone to achieve its business objectives [4], [24].
Thus, product deliveries may focus on availability and main-
tainability to impact the end-user as little as possible; and

CH05. Monetary Compensation: Cited in 9% of the
studies (S05, S18, and S20). In most PSECO, internal de-
velopers and niche players receive financial compensation for
development rather than reputation [3].

These five characteristics underline the foundational princi-
ples of PSECO, such as control, security, scalability, and relia-
bility. Each is supported by examples from the selected studies,
reflecting their significance in PSECO. Some characteristics
individually, such as [CH05], may also appear in OSSECO.
However, the presence of all five characteristics together is
more commonly present in PSECO.

6) Conditioning Factors for PSECO Governance: Several
studies have reported the lack of governance as an obstacle in
PSECO for a keystone to achieve its business objectives and in

20

https://doi.org/10.5281/zenodo.14199096


managing the diverse stakeholders and needs. Understanding
the conditioning factors of governance in PSECO is relevant
for balancing the interests of the keystone and other actors.
Effective governance aims for strategic control for the key-
stone while fostering an environment where developers and
partners can innovate and contribute sustainably [10]. Clear
rules, transparency, and fair resource allocation mechanisms
reduce conflicts and encourage network value creation, driving
ecosystem growth [25]. The following governance condition-
ing factors (CF)3 in PSECO emerged from the selected studies:

CF01. Standardization of software asset management
(SAM) processes: By standardizing SAM processes, it is pos-
sible uniformity in how software assets are created, distributed,
maintained, and used within the ecosystem. It includes defin-
ing clear policies for licensing, compliance, usage tracking,
and updates, ensuring that all participants operate consistently
and within legal boundaries. Identified in 19% of the studies
(S10, S12, S17, S21, S25, and S29);

CF02. Monitoring dependency between ecosystem ac-
tors: Once the dependencies between ecosystem actors are
monitored, we can avoid bottlenecks or systemic failures. It
involves mapping and tracking interdependencies between sup-
pliers, integrators, partners, and end-users, allowing proactive
responses to risks associated with disruptions in the value
chain. Investigated in 28% of the studies (S04, S06, S08, S10,
S11, S14, S21, S24, and S28);

CF03. Analysis of facilitator and barrier in partner-
ships: Analyzing facilitators and barriers in partnerships helps
identify opportunities to enhance collaboration and address
obstacles. It involves evaluating technological compatibility,
strategic alignment, and contractual issues affecting ecosystem
cooperation. Examined in 28% of the studies (S02, S04, S07,
S08, S12, S13, S16, S22, and S32);

CF04. Role of keystone: The keystone plays a central role
in the PSECO, acting as the primary orchestrator of ecosystem
activities. It sets standards, provides technical support, fosters
innovation, and ensures all participants adhere to rules and
guidelines. Identified in 12 studies (S02, S03, S04, S05, S08,
S11, S13, S16, S20, S28, S30, and S31);

CF05. Management of technology variability: Managing
technological variability involves handling different technol-
ogy versions and compatibilities within the ecosystem. It is
essential to ensure interoperability and reduce the complexity
associated with the coexistence of multiple technological solu-
tions, promoting greater flexibility and sustainability. Reported
in 37% of the studies (S01, S09, S14, S15, S25, and S26);

CF06. Metrics for ecosystem health and sustainability:
Metrics for assessing ecosystem health and sustainability in-
clude indicators of financial performance, innovation, technical
quality, and partner and end-user satisfaction. These data

3In this work, conditioning factors are defined as elements or actions that are
necessary but not sufficient for the governance of PSECO [26]. For example,
communication and transparency mechanisms can contribute to a structured
governance framework. This action creates a condition for governance in
the PSECO by fostering an environment of trust and collaboration among
participants. However, it is not guaranteed that all stakeholders will align
perfectly with these mechanisms or that conflicts will always be resolved.

help monitor the ecosystem’s longevity and viability, enabling
strategic adjustments when necessary. Addressed in 28% of the
studies (S03, S04, S09, S16, S17, S19, S22, S26, and S30);

CF07. Integration of system dynamics for strategy
development: By integrating system dynamics for strategy
development, we may allow the simulating of future scenarios
and predicting the impacts of strategic decisions. It helps the
keystone and other actors anticipate challenges, plan resource
allocation, and align actions for the ecosystem’s network value
creation. Cited in 12% of the studies (S16, S20, S24, and S27);

CF08. Support for evolution and maintenance: To keep
pace with market changes and user demands, it is needed
support for ecosystem evolution and maintenance. It involves
ensuring the continuous update of system components as well
as providing operational support to participants to maintain
the ecosystem’s relevance and competitiveness. Investigated
in 19% of the studies (S06, S11, S13, S14, S22, and S25);

CF09. Knowledge sharing and training: Knowledge shar-
ing and training improve the capacity of ecosystem actors,
fostering the dissemination of best practices, innovation, and
the adoption of technological resources. Identified in 25% of
the studies (S05, S17, S20, S23, S28, S29, S30, and S31);

CF10. Governance of new entry and quality standards:
Managing new entrants with quality standards ensures they
meet criteria, safeguarding ecosystem integrity and promoting
stability and sustainable growth. Addressed in 12% of the
studies (S13, S18, S26, and S30); and

CF11. Communication and transparency mechanisms:
Transparency mechanisms facilitate the flow of information
among ecosystem actors. It includes creating open channels for
feedback and regular reporting on ecosystem performance to
foster a collaborative and trustworthy environment. Reported
in 31% of the studies (S04, S05, S07, S08, S15, S19, S22,
S23, S27, and S30).

B. RQ2. What still needs to be investigated about PSECO?

Governance and power dynamics: There is a need for
governance models tailored to PSECO specific characteristics,
such as strict intellectual property control and the lifecycle
impact of assets (S10, S28, S29, S30). Additionally, further
investigation is needed on the influence of legitimate power
and the transition between hard and soft power, particularly
regarding entry barriers and dynamics between large players
and smalls/medium players (S16, S18, S20, S28).

Sustainability and efficiency: Clear metrics are required
to evaluate ecosystem health, including sustainability and the
impact of governance practices (S19, S30). Moreover, the
development of methodologies to analyze demands, align
goals, and adopt best practices for IT asset management is
challenging (S06, S19).

Innovation and evolution: Detailed modeling is needed to
understand how PSECO generate value and are organized over
value networks (S09, S27). In addition, the effects of partial
openness and coopetition on long-term partnerships need to
be explored to identify innovation strategies (S22, S26).
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Licenses and intellectual property: Tools and method-
ologies are needed to resolve conflicts related to restrictive
licenses and their integration with open architectures (S07,
S22). Additional studies are required to understand how li-
censes affect collaboration and innovation dynamics (S01).

Integration and interoperability: Strategies to improve
variability management in closed platforms to meet global
standards (S11, S15). Moreover, enhanced methods are needed
to identify dependencies and vulnerabilities in software
projects and ecosystem actors (S24, S23).

Metrics and impact assessment: development of frame-
works and metrics to assess the impact and success of ecosys-
tem participants (S21, S31). In addition, analysis of social and
cultural factors that negatively influence PSECO performance,
such as the social impacts of community smells (S32).

Expansion to new contexts: Research is needed to adapt
PSECO principles to emerging contexts such as hardware,
Internet of Things (IoT), and telemedicine ecosystems (S08,
S12, S17). In addition, evaluation of the impact of core
functionalities and open frameworks on sustainable growth in
these sectors (S25, S27).

Future research on PSECO should address areas such as
governance, health metrics, license conflict resolution, and
strategies for promoting innovation with sustainability. Al-
though several studies focus on business, the technical and so-
cial aspects remain unexplored even considering their critical
role in the understanding of ecosystem dynamics and behavior.

V. DISCUSSION

We promoted the triangulation between MSL findings re-
garding how PSECO is characterized, related work, and the
literature, providing an understanding of these challenges.

A. Main Findings and Lessons Learned
Our findings revealed an inconsistency on how PSECO are

defined and referenced in the literature. While the definition
of PSECO was initially framed in 2013 [2] and later refined
in 2016 [3], it remains underutilized in the research scenario.
This gap suggests a lack of consensus and familiarity within
the research community regarding the definitions of PSECO.

However, our analysis indicated a trend: more recent studies
have begun to adopt the definition of PSECO cited by Manikas
[3], which emphasizes proprietary contributions, intellectual
property management, and value creation within controlled
governance. This growing alignment indicates progress toward
standardization, which our study aims to accelerate.

Concerning PSECO actors, our findings reaffirmed the cen-
tral role of the keystone. Recurrent in all studies analyzed, the
keystone acts as the ecosystem’s backbone, ensuring quality
control, coordination among participants, and implementing
governance mechanisms as reported by Costa et al. [5]. This
central role mirrors real-world examples, e.g., Apple’s App
Store in which Apple manages developer guidelines and
orchestrates the ecosystem’s value chain [27]. Similarly, the
presence of customers in all studies underscores the customer-
driven nature of PSECO. It is aligned with Dhungana et al.
[4] observations prioritizing user-centric innovation.

The emergence of suppliers, absent in earlier studies by
Manikas and Hansen [2], suggests that as ecosystems mature,
they rely on structured supply chains to enhance their capabili-
ties. For example, Microsoft’s Azure ecosystem includes hard-
ware suppliers that provide essential technologies, enabling
the development of cloud infrastructure [28]. These findings
highlighted the complexity and evolving dynamics of PSECO.

Regarding the PSECO dimensions mentioned in previous
studies [2] [8] [22], our findings confirmed the relevance of the
business dimension, reflecting the emphasis on organizational
strategies and network value creation. The lack of studies on
the interplay of all dimensions highlighted a research gap. A
holistic approach investigating these dimensions could provide
strategies for scalability, security, and resilience in PSECO.

To illustrate the relationship between governance condition-
ing factors and PSECO characteristics, we used the Sankey
diagram, a tool for visualizing the flow of connections between
different categories [29]. Fig. 3 shows which factors have
the greatest impact on each characteristic, facilitating the
analysis of interdependencies and the prioritization of gover-
nance initiatives. This visualization highlights the governance
conditional factors that most influence the characteristics, such
as scalability or intellectual property control, in a way that
would be difficult to capture with tables or text alone.

We used an open coding approach to establish the relation-
ships between CF and CH, inspired by the initial procedures
(open and axial coding) for the Grounded Theory [30]. The
coding is available at https://doi.org/10.5281/zenodo.14199096
for further reference. Figure 3 shows the breakdown of these
relationships:

CF01 → CH04: Standardized SAM ensures that assets
are tracked, controlled, and updated systematically. In the
Microsoft Azure ecosystem, SAM enables scalable and secure
cloud services by minimizing vulnerabilities and ensuring
seamless integration of new features;

CF02 → CH04 and CH02: Dependency monitoring helps
ecosystems such as Salesforce manage connections among
third-party developers and the platform. By identifying and
mitigating risks, Salesforce maintains platform security while
safeguarding intellectual property rights by ensuring that third-
party tools adhere to proprietary standards;

CF03 → CH03: Analyzing facilitators and barriers helps
in creating clear contractual agreements. For example, SAP’s
ecosystem establishes specific partnership terms that regulate
how external developers join and leave the ecosystem, ensuring
stability and aligning incentives;

CF04 → CH02: Apple, with its App Store, enforces
intellectual property standards by reviewing app submissions
in compliance with legal and quality requirements. It protects
proprietary software and maintains ecosystem integrity;

CF05 → CH04: Managing technology variability involves
establishing governance frameworks that align diverse tech-
nical components with the ecosystem’s standards and goals.
For instance, Google Play manages a variety of Android
applications, balancing diverse technological requirements to
maintain platform compatibility;
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CF06 → CH04 and CH03: Metrics such as user retention
and defect rates are measured for maintaining ecosystem
health. Amazon Web Services (AWS) uses these metrics
to ensure security and regulate vendor partnerships through
performance-based contracts;

CF07 → CH05: Strategic analysis helps ecosystems de-
velop fair compensation models. For example, in the Unity
gaming platform, system dynamics are used to decide how
revenue is shared between developers and the platform, ensur-
ing alignment of incentives.

CF08 → CH01: Regular updates and evolution strategies
play an important role in ecosystems such as Adobe Creative
Cloud in which well-defined contribution processes and scal-
able solutions enable collaboration across diverse tools;

CF09 → CH01, CH02, and CH03: Knowledge shar-
ing initiatives such as AWS Training and Certification help
developers understand ecosystem rules, supporting restricted
contribution processes, safeguarding intellectual property, and
ensuring compliance with entry and exit contracts;

CF10 → CH03 and CH05: Governance models for new
entrants, as seen in IBM’s Partner World program, define qual-
ity expectations and compensation models while regulating
partnerships through contracts; and

CF11 → CH02 and CH03: Transparent communication
ensures trust in ecosystems such as Shopify, where merchants
and developers rely on clear guidelines to protect intellectual
property and manage entry and exit.

Fig. 3. Relationships between CF and CH in a Sankey diagram for PSECO.

B. Implications for Researchers

We chose a mind map as a tool to summarize findings and
present interconnected concepts clearly and intuitively [31].
This format aligns with the exploratory nature of our work,
where insights span across governance conditioning factors,
ecosystem characteristics, and their interdependencies.

As shown in Fig. 4, a mind map was chosen to organize
diverse implications. By visually connecting PSECO elements,

such as governance conditioning factors and PSECO charac-
teristics, we provided insightful ideas for further investigation.
For researchers, it serves as a roadmap to navigate the key
findings and explore new research opportunities.

Fig. 4. Mind map to summarize the findings.

VI. THREATS TO VALIDITY

We have considered the most common threats to the validity
of SMS in SE [32].

Construct validity. We implemented several measures to
verify that our search terms were accurate. Initially, we refined
the keywords in our search string. We used multiple databases
to broaden our coverage and reduce the risk of omissions.

Internal validity. To avoid bias in study selection and data
extraction, four researchers independently worked and then
reviewed the relevance of each study together.

External validity. To ensure the generalizability of our
results, we took care to ensure that the included studies
represented a variety of contexts within PSECO. We used
control studies to verify our findings in various scenarios.

Conclusion validity. To allow for replicable results, we
have defined a protocol that was cross-validated by three
researchers. Each researcher worked independently and indi-
vidual findings were discussed and cross-validated.

VII. FINAL REMARKS

Despite the importance of PSECO in industry, the literature
has largely concentrated on OSSECO, leaving gaps in the un-
derstanding of PSECO. This work aimed to frame the concept
of PSECO by analyzing and synthesizing term definitions,
actors, characteristics, governance conditioning factors that
affect PSECO, and challenges related to PSECO.

Therefore, we performed an SMS with an initial pool
of 3285 studies. Through the final analysis of 32 selected
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studies, our work investigated the PSECO definitions and
actors, organized the studies in dimensions (e.g., technical,
social, and business), identified the exclusive characteristics
of PSECO, and explored the governance conditioning factors.

This work highlighted the governance conditional factors
that most influence the exclusive characteristics of PSECO.
We used a Sankey diagram to illustrate these relationships. We
also proposed a mind map to organize a roadmap, navigate to
key findings, and explore new research opportunities.

Our work synthesized the existing literature and identified
research gaps, such as the need for tailored governance mod-
els, advanced metrics for ecosystem health, and strategies to
mitigate license conflicts. The results provided a foundation for
advancing theoretical understanding and practical applications
of PSECO, offering insights for researchers and practitioners
aiming to optimize governance and sustainability. Future work
can explore PSECO particularities across industries and com-
pare its characteristics and challenges with those of OSSECO.
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